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Abstract

Image-based steganography using the least significant bits technique makes detecting hidden
plaintext inside an image file difficult. This method hides not only the message itself but also
the fact that it is being sent. This work used several tools to build a proposed algorithm to in-
crease hidden security information, where the keys will be generated using the Diffie-Hellman
technique that depends on points of an elliptic curve. At the encryption level, the RC4 (Rivest
Cipher 4) technique will be used to encrypt the plaintext. The last level will use the least sig-
nificant bit technique within an image. The tests (histogram analysis, mean square error, peak
signal-to-noise ratio) conducted on the newly developed algorithm revealed something quite
intriguing; it is not just straightforward and efficient but boasts a remarkably high level of secu-
rity for information transfer. These results were supported by calculating the execution time of
the proposed algorithm and comparing it with previous algorithms.
Keywords: least significant bits technique; image-based steganography; Diffie-Hellman tech-

nique; elliptic curve; RC4 technique.
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1 Introduction

Steganography is the science and art of hiding data or messages in other media so that the
existence of the secret message cannot be known. In general, the steganography technique inserts
information piece by piece into a medium, so that the information appears less dominant than the
protective media [20]. When it comes to messages, data, or information, security and confiden-
tiality are paramount. The truth and authenticity of that information are crucial, not just when it’s
dispatched but also when it finally lands in someone else’s hands. Indeed, when messages, data,
or any kind of information get sent out into the world, they can quickly lose their value if they fall
into the wrong hands [26].

Cryptography, often described as the intricate art of encoding and decoding messages, has
evolved far beyond its basic definition in the Concise Oxford Dictionary from 2006. While it ini-
tially conjured images of clandestine communication and mysterious ciphers, today’s landscape
paints a much broader picture. It intertwines with digital signatures and the complex protocols
that ensure that the secret keys don’t fall into the wrong hands. This field has woven itself into the
very fabric of numerous scientific disciplines, becoming not just a speciality but a pivotal corner-
stone in aworld driven by information and security. Themultifaceted nature of cryptography now
sparks curiosity and innovation across various spheres, making it a captivating area of exploration
and study [24].

Steganography and cryptography both share a common goal: shielding sensitive information
from prying eyes. Each with its own unique flair, yet neither is infallible [4]. While both methods
can effectively obscure data, they each have vulnerabilities that can be exploited. This is precisely
why savvy security experts advocate for a dual approach, layering these techniques to create a
robust fortification against potential intruders [12]. Indeed, cryptography is primarily concerned
with concealing themessage’s content, while steganography’smission is to hide the very existence
of the message itself. Steganography, often seen as an intricate art of concealment, meticulously
disguises information in ways that render it confidential. It’s like tucking a treasure map within a
mundane photograph, ensuring that anyone who happens upon it remains blissfully unaware of
its significance. Together, these techniques create a tapestry of security, weaving complexity into
the very fabric of digital communication [21].

Steganography is a technique used to conceal sensitive information by using the cover object as
an image. Text steganography, image steganography, audio steganography, video steganography,
and protocol steganography are the five main categories of steganography techniques [19]. As
mentioned, image steganography is one of the types; it uses images to conceal dispatches. The
term "cover image" refers to the original image before any information is concealed inside it. It is
known as the stego image when the information has been concealed within it. These images must
be the same for the human eye [25].

Steganography aims to prevent detection by employing methods of concealing information in
a regular, non-secret file. Themost common images used for steganography are cover images, and
the information that needs to be concealed throughout the algorithm’s construction will be text.
In this work, a combination of the Diffie-Hellman technique that depends on points of an elliptic
curve and the RC4 technique will be used to generate the keys and encrypt the plain text, and then
the least significant bits technique will be the tool for hiding the encrypted text within the selected
image.

This work is organized as follows: Section 2 will be a review of the literature, which will give a
brief overview of image steganography and all concepts that will be used as a tool for constructing
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the proposed algorithm (Least Significant Bits (LSB) technique, RC4 algorithm, and Elliptic Curve
Diffie-Hellman Key Exchange). Section 3 will be about the proposed algorithm, followed by the
security analysis in Section 4, where the proposed algorithm will be tested using a histogram,
mean square error, and peak signal-to-noise ratio. The time running of all levels of the proposed
algorithm will be discussed in the time implementation, Section 5. Section 6 will be a conclusion
and will show how the other researchers can develop the total idea of this work.

2 Review of Literature

2.1 Image steganography

As an art of information concealment, steganography deals with methods of conveying and
concealing data while maintaining confidentiality [20]. As mentioned, using the cover object as
an image is a steganography method of some sort [21]. Steganography techniques: text, image,
audio, video, and protocol are the five main categories of steganography techniques. The second
kind involves hiding any text in an image to guarantee its security. In today’s digital world, text
security has grown increasingly crucial as a result of the rapid development of the internet [1].
One of the most common techniques used to hide text within an image is to replace each bit of
text with the least significant bit within the image; this technique is called the Least Significant Bits
(LSB) technique [6]. A brief overview of this technique will be presented in the next subsection.

2.2 Least Significant Bits (LSB) technique

The most popular method of data concealing is called LSB, in which the data that needs to be
hidden is replaced with the least important portions of the image pixels. Because the changing of
the LSB of the image does not result in significant changes to the image, the image obtained after
embedding is essentially homologous to the original image [13]. Two types of this technique (1-
LSB and 2-LSB) have been discussed in [11] through a combination of them to find the difference
between them and to clarify the positive and negative aspects of each of them; the elliptic curve
cryptography was involved; this work is based on the first type. Figure 1 shows how the LSB is
determined for 8 bits.

Figure 1: LSB value of 201 that has 8 bits.

In terms of numerical illustration, assuming that the text A = (65)10 = (01000001)2 needs to
be hidden within the selected image with 3 rows as:

Row 1: 11111000 11001100 10101011 = 248 204 171

Row 2: 10101010 11001001 00000011 = 170 201 3

Row 3: 01101101 11001010 00110011 = 109 202 51
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The result after replacing the bits of the letterAwith the least significant bits in the selected image
is:

Pixel 1: 11111000 11001101 10101010 = 248 205 170

Pixel 2: 10101010 11001000 00000010 = 170 200 2

Pixel 3: 01101100 11001010 00110011 = 108 202 51

It is clear that the change if it occurs after the replacement process (increase or decrease by one)
is considered slight, which means that the colour tone of the image at that pixel will not be clear
to the human eye. This technique will be a tool to hide the encrypted text within selected images
in this work.

2.3 RC4 algorithm

As a stream cipher, RC4 is a symmetric key technique that handles units or data input concur-
rently. Usually, a byte, or occasionally a bit serves as the data unit. This algorithm does not need
to wait for a specific amount of input data before processing or adding more bytes for encryption
if it is used in any way. Ronald Rivest created this algorithm in 1984, and it was made publicly
available on mail and news groups in 1994 using pseudonyms [14]. This algorithm’s encryption
process was split into the following two sections:

1. An evaluation of the RC4’s initialization that focuses on the initialization of the key schedul-
ing algorithms (KSA).

2. An analysis of the keystream-generating output, focusing on the internal state and round-
running procedure of the pseudo-random generation algorithm (PRGA).

Random numbers are crucial to cryptography procedures. Cryptographic objects that involve
several unpredictable components include keys, nonces, block padding initialization vectors, and
obstacles [22]. As mentioned, the pseudorandom number generator and key scheduling are the
two primary parts of the RC4. Using an initial permutation, a (random) key K of l-byte length,
and two pointers i and j, the key scheduling creates an internal random permutation S of values
ranging from 0 to 255. The longest possible key length is l = 256 bytes [17]. There are four steps
to do the encryption using the RC4 algorithm:

First Step: Initialization of S.
The preliminary operations can be summarized as follows:
For i = 0 to 255,
S[i] = i,
T [i] = K[i] mod keylen,
where keylen refers to the length of the given key.

Second Step: Initial permutation of S.
The preliminary operations can be summarized as follows:
J = 0,
For i = 0 to 255,
j = (j + S[i] + T [i]) mod 256,
swap(S[i], S[j]),
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where the swap function is used to swap the values of two variables; indeed, this function is com-
monly usedwhen the positions of two values need to change between two variableswithout losing
data.

Third Step: Key generation.
The preliminary operations can be summarized as follows:
i, j = 0,
if it is true,
then i = (i+ 1) mod 256,
j = (j + S[i]) mod 256,
swap(S[i], S[j]),
T = (S[i] + S[j]) mod 256,
K = S[t].

Fourth Step: Encryption.
To encrypt the plaintext, XOR ing the value ofK with the next byte of the plaintext.

The decryption level of the RC4 algorithm is achieved by XOR ing the value of K with the
next byte of the ciphertext. Figure 2 shows how the RC4 algorithm works to generate its keys.

Figure 2: Generating keys with RC4 algorithm.

In terms of numerical illustration, assuming that there are 4 bytes, K[0] = 2, K[1] = 5 to
encrypt the plaintext "HI" with H= 01001000 and I = 01001001.

First Step: Initialization of S:
For i = 0 to 3,
S[i] = K = 0123,
T [i] = K[i] mod keylen = 2525.

Second Step: Initial permutation of S:
Iteration 1: i, j = 0,
j = (j + S[i] + T [i]) mod 4 = (0 + 0 + 2) mod 4 = 2,
Swap(S[i], S[j]) = Swap(S[0], S[2]) = 2103.
Iteration 2: i = 1, j = 2,
j = (j + S[i] + T [i]) mod 4 = (2 + 1 + 5) mod 4 = 0,
Swap(S[1], S[0]) = 1203.
Iteration 3: i = 2, j = 0,
j = (j + S[i] + T [i]) mod 4 = (0 + 0 + 2) mod 4 = 2,
Swap(S[2], S[2]) = 1203.
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Iteration 4: i = 3, j = 2,
j = (j + S[i] + T [i]) mod 4 = (2 + 3 + 5) mod 4 = 2,
Swap(S[3], S[2]) = 1230.

Third Step: Key generation:
For the letter H:
i = 0, j = 0,
i = (i+ 1) mod 4 = (0 + 1) mod 4 = 1,
j = (j + S[i]) mod 4 = (0 + 2) mod 4 = 2,
Swap(S[1], S[2]) = 1320,
T = (S[i] + S[j]) mod 4 = (3 + 2) mod 4 = 1,
K0 = S[T ] = S[1] = 3.
For the letter I:
i = 1, j = 2,
i = (i+ 1) mod 4 = (1 + 1) mod 4 = 2,
j = (j + S[i]) mod 4 = (2 + 2) mod 4 = 0,
Swap(S[2], S[0]) = 2310,
T = (S[i] + S[j]) mod 4 = (1 + 2) mod 4 = 3,
K1 = S[T ] = S[3] = 0.

Forth Step: Encryption:
For the letter H: 01001000⊕ 00000011 = 01001011,
For the letter I: 01001001⊕ 00000000 = 01001001,
So, the ciphertext is 0100101101001001 or "KI".
This algorithm will be a tool to encrypt the plaintext to ciphertext in this work.

2.4 Elliptic Curve Diffie Hellman Key Exchange (ECDHKE)

Elliptic curves which are a kind of Diophantine equation [9] have been extensively studied by
number theorists formore than hundreds of years, only for theirmathematical beauty, not for their
applications. However, in the late 1980s and early 1990s, many important applications of elliptic
curves in both mathematics and computer science were discovered [8]; the applications of elliptic
curves in cryptographywere not found until the middle of 1980 whenMiller [18] and Koblitz [16]
introduced their works, where the elliptic curve was a tool for cryptography; since these works,
the concept of elliptic curve cryptosystem (ECC) was invented. ECC offers a high level of security
with smaller key sizes, making it ideal for applications that run on small devices that have power
andmemory; indeed, it is a good tool for combining encryptionwith steganography [10]. The first
protocol in the public key cryptosystem was the Diffie-Hellman key exchange protocol [7], which
was put forth by Diffie and Hellman in 1976. The elliptic curve counterpart of the Diffie-Hellman
key exchange is called ECDHKE. There are no messages involved in this system; it is only a way
to exchange keys. Assume for the moment that Alice and Bob are two users who wish to utilize
the ECDHKE protocol to exchange their keys. The following is the ECDHKE procedure:

• An elliptic curve E : y2 ≡ (x3 + ax+ b) mod p over a prime field Fp with a base point B of
order n is agreed upon by Alice and Bob.

• Alice (Bob) chooses a random and secret e(d) such that 1 ⩽ e, d ⩽ n − 1 and computes
eB(dB) and sends it to Bob (Alice).
Then, eB and dB are public, and e and d are secret.

• Alice (Bob) computes the secret key edB (deB).
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After these steps,Alice andBobwill have the same point, which belongs to points of the elliptic
curveE over Fp. This protocol’s main operation and all protocols are based on elliptic curve scalar
multiplication [3]. To provide a numerical example,Alice andBobwill use the ECDHKE protocol
to exchange their keys in the manner described below:

• Alice and Bob agree upon an elliptic curve E : y2 ≡ (x3 + x+4) mod 23 over a prime field
F23 and a base point B = (7, 3) of order 29.

• Alice (Bob) chooses a random and secret 12(23) such that 1 ⩽ 12, 23 ⩽ 28 and computes
12(7, 3) = (13, 11),(23(7, 3) = (0, 2)) and sends it to Bob (Alice).
Then, (13, 11) and (0, 2) are public and 12 and 23 are secret.

• Alice (Bob) computes the secret key 12(0, 2) = (17, 9) (23(13, 11) = (17, 9)).

That is the shared key (17, 9). This protocol will be a tool to generate a key for the RC4 algorithm
in this work.

3 Proposed Algorithm

Cryptography and steganography are two concepts that will be involved in this work, where
the purpose of using them is to shield information from unauthorized access. Steganography and
cryptography are different in that steganography focuses on keeping amessage’s existence hidden,
while cryptography focuses on keeping a message’s contents secret. Combining the cryptosystem
with steganography techniques is a novel way to secure information transport. In this work, this
combination of the steganography technique (LSB) and the cryptosystem protocols ECDHKE and
RC4 will be the main topic. The proposed algorithm will deal with this issue because the security
of any encryption technique rests on how to stop hackers from accessing confidential data. If two
users (Alice and Bob) are considered to be two users for implementing the proposed algorithm
to cipher the plaintext M and hide it within a selected image, they have to follow the following
steps:

• Alice and Bob will choose an elliptic curve E : y2 ≡ (x3 + ax + b) mod p over a prime
field Fp and a base point B of order n. (All these parameters will be public keys for this
algorithm.)

• They have to implement the ECDHKE protocol to generate the shared key shK = (k1, k2).
• They have to compute the RC4K = (k1)

k2 .
• Alice (the sender)will implement the RC4 algorithm to encrypt the plaintextM to ciphertext

C using the key RC4K .
• For steganography level, Alicewill do the following steps:

– Convert the selected image to a grey image.
– Convert the result to binary form; in this binary there are 8−bits for every row.
– Convert the ciphertext C to binary form; the size of the new form (say h × l); h and l
will be another public keys.

– Replace the bits of C with the least significant bits in the selected image.
– Convert the output to Stegimage.
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• Alicewill send Stegimage to Bobwithin a public channel.
• Bob (the recipient) will convert Stegimage to binary form; in this binary there are 8−bits for

every row.
• He will use the public keys h and l to implement the LSB to determine the ciphertext C.
• He will implement the decryption step of RC4 to convert C toM using RC4K .

4 Security Analysis

By computing the histogram,mean square error (MSE), andpeak signal-to-noise ratio (PSNR),
the security performance of the proposed technique is examined. The proposed algorithm’s re-
silience to statistical attacks can next be assessed, where different plain texts were employed to
evaluate the proposed algorithm’s capacity for embedding. The selected images that were used
to test the proposed algorithm are shown in Table 1. All grayscale images with different sizes
that were selected from the standard database of MATLAB R2024a. with E : y2 ≡ (x3 +
x + 4) mod 23 over a prime field F23 and a base point P = (7, 3) of order 29. and three dif-
ferent plaintexts with different sizes. Utilizing Matlab R2024a (24.1.0.2537033) 64−bit soft-
ware on a workstation equipped with Intel ® Core ™ i7 CPU (2.70 GHz), 64GBRAM , and
Microsoft Windows 11 Pro as the operating systemwas used to perform all the tests in this doc-
ument, including RC4, ECDHKE, and steganography processing that uses specific images to con-
ceal information.

Table 1: The selected images that were utilized to assess the proposed algorithm.

First Image Second Image Third Image

4.1 Histogram analysis

A key component of effective photo steganography is that the little colour variations between
the original and the images that had ciphering plaintext are almost imperceptible to the human
eye. The efficacy of any proposed algorithm is demonstrated by its capacity to hide the modifica-
tions. The frequency of pixel intensities in a particular image is shown by the histogram [2], For
the proposed algorithm, Table 2 displays the histograms of the original selected images and the
images that had ciphering plaintext.

It is evident that the histogram of a stego image is nearly identical to the histogram of the cover
image, making it extremely difficult to analyze encrypted texts that have been concealed. The
efficiency of this proposed approach is shown by the conducted trials and the separate histograms
created for the cover and stego images. Even with the maximum amount of secret plaintext input,
the histograms of the original image and the stego image are almost identical, as seen in Table 2.
High security can be ensured to withstand statistical assaults, and no valuable information can be
recovered from the stego image as a consequence.

864



S. A. H. Al Saedi and N. F. H. Al Saffar Malaysian J. Math. Sci. 19(3): 857–870(2025) 857 - 870

Table 2: Histograms of the original image and image had ciphertext.

First Plaintext Second Plaintext Third Plaintext
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4.2 Mean square error and peak signal-to-noise ratio

The stego image’s quality will be assessed in relation to the cover image using themean square
error (MSE) and peak signal-to-noise ratio (PSNR), which are effective metrics for gauging the
invisibility of embedded data inside an image. The results of the proposed approach applied to
three selected images are shown in Table 3. The findings of the first experiment, which employed
the first plaintext (containing 37 bits), indicate that the MSE and PSNR differed across the three
images; the first image’s MSE value was precise 0, but the PSNR value was greater. The second
image has a high PSNR value of 53.1454 and an MSE value of 0.3152. In the same way, the third
image’s PSNR was 58.8060 and its MSE was 0.0856.

Table 3: PSNR and MSE values of the original image and the image that had the ciphertext of the first plaintext.

Images Tests
MSE PSNR

First Image 0 inf

Second Image 0.3152 53.1454
Third Image 0.0856 58.8060

Table 4 presents the results of the second plaintext (with 76 bits) on the three selected images.
Regarding the first image, the MSE was 0.0788, and the PSNR was 59.1660. For the second image,
the MSE was 0.6537, and the PSNRwas 53.1454. For the third image, the MSE was 0.1566, and the
PSNRwas 56.1825. The MSE and PSNR values for each of the three images changed, according to
the findings. A higher PSNR value suggests that the stego image’s quality is higher, while a lower
MSE value indicates that there is almost no difference between the original image and the stego
image that had ciphertext.

Table 4: PSNR and MSE values of the original image and the image that had the ciphertext of the second plaintext.

Images Tests
MSE PSNR

First Image 0.0788 59.1660
Second Image 0.6537 53.1454
Third Image 0.1566 56.1825

The third plaintext’s MSE and PSNR results for the three chosen images are shown in Table
5. According to the findings, the first image had the highest PSNR and the lowest MSE, whereas
the second image had the lowest PSNR and the highest MSE. This suggests that, in comparison to
the other two images, the first image had the best image quality and the least amount of distor-
tion degradation following the application of the steganographic method. These findings can be
utilized to enhance steganographic algorithms in the future and offer insights into how well the
algorithm performs for various images.
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Table 5: PSNR and MSE values of the original image and the image that had the ciphertext of the third plaintext.

Images Tests
MSE PSNR

First Image 0.1060 57.8765
Second Image 1.0389 47.9651
Third Image 0.2228 54.6524

Overall, it is obvious that the values of MSE and the PSNR are dependent; if the first values
drop, the second values rise, which means the quality of the images that had ciphering plaintext
will improve as the PSNR value increases.

In terms of comparing the proposed algorithm with previous related works, a recently pub-
lished article [12] that used the LSB technique as a tool for information hiding was chosen to
compare the results of the proposed algorithm with the results obtained by this article. The value
for the PSNR for the first image was 42.75 and the MSE was 3.47, whereas the outcomes demon-
strate that the suggested approach yields the highest PSNR values (inf , 59.1660 and 57.8765) and
the lowest values of MSE (0, 0.0788 and 0.1060) for the first image with three plaintexts.

5 Time Implementation

An essential step is figuring out how long the proposed algorithm will take to implement. Al-
gorithms will benefit from using a lot of data with a faster algorithm. A high-performance algo-
rithmmust therefore take implementation time and security into account. The results of applying
the suggested technique to three chosen photographs are displayed in Table 6. The implementa-
tion time using the proposed algorithms in [27] was 2.52 seconds, while the implementation time
using the proposed algorithms in [28] and [15] was 2.018 seconds and 1.642 for the only recipient
procedure, respectively. Table 6 shows that a proposed algorithm can encrypt the plaintexts and
hide the ciphertexts within images (as a sender procedure) and then, retrieve the ciphertexts from
the images and decrypt them to the plaintexts (as a recipient procedure) so quickly. Indeed, the
combined duration of the two processes is less than 0.06 seconds.

Table 6: Implementation time of the proposed algorithm on the selected images.

Images Execution time in seconds:
as a sender procedure as a recipient procedure Total

First Image 0.0150 0.0133 0.0283
Second Image 0.02150 0.0222 0.0437
Third Image 0.0349 0.0187 0.0536
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6 Conclusion and Future Work

One of the most popular image method attacks is the brute force attack. It entails closely
observing every potential stego key until the right one is identified. In the proposed algorithm,
the key was generated using a secure algorithm to exchange keys (ECDHKE), where its security
is based on a hardmathematical problem (elliptic curve discrete logarithm problem); indeed, this
problem needs a fully exponential time to solve. In terms of the plaintext size, the attacker should
be aware of this part; in the proposed algorithm, the RC4 technique with a stronger key can serve
any plaintext size. This work introduced a proposed algorithm to hide information using the LSB
technique, which uses the ECDHKE and RC4 techniques to conceal plaintext within an image.

Furthermore, by converting the image to binary form, the proposed approach improves its
overall security and makes it more resilient to attacks. All in all, a secure algorithm to hide text
within an image based on the ECDHKE and RC4 techniques has been proposed and implemented.
The results of histogram analysis, time implementation, and the values of MES and PSNR proved
to demonstrate the algorithm’s efficiency. Future studies could explore extending this procedure
to use audio or video files as cover media. Additionally, Blowfish [23] encryption or its modifi-
cation [5] could be integrated to enhance the encryption process before embedding the data into
the cover file.
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